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1. INTRODUCTION  

1.1. Purpose of the Policy  
The purpose of this Artificial Intelligence (AI) Policy is to ensure the ethical, safe, and effective use of AI and 
data technologies in our educational environment. This Policy aims to provide clear guidelines for all users: 
pupils, teachers, leaders, governors, and administrators on the appropriate use of AI and data technologies in 
our school.  

1.2. Scope of the Policy  
AI and data technologies are used in various ways in our school to support teaching, learning, and 
administrative processes. For instance, schools typically process substantial amounts of educational data 
including personal information about pupils, parents, staff, management, and suppliers. This data is used for 
various purposes such as resource and course planning, predicting absences, and guidance. When pupils 
interact with digital devices, they generate digital traces such as mouse clicks, data on opened pages, the 
timing of interaction events, or key presses. This type of trace data is often used for learning analytics. 
 
This Policy applies to all AI and data technologies used in our school, whether they are used for teaching, 
learning, administration, or other school-related activities. This includes, but is not limited to, AI systems used 
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for assessing work, personalised learning platforms, data analysis tools, and any other AI or data technologies 
implemented in our school. 

1.3. Policy Statement  
Our school is committed to leveraging the benefits of AI and data technologies to enhance teaching and 
learning while upholding our ethical responsibilities. We believe in the potential of these technologies to 
support tailored learning, improve educational outcomes, and streamline administrative processes. However, 
we also recognise the importance of using these technologies in a manner that respects privacy, promotes 
fairness, and prevents discrimination. This Policy provides the framework for achieving these goals. 

1.4. Related Policies 
Staff should refer to the following policies which are available on SharePoint, WeAreEvery or upon request. 
 
• Data Protection Policy 
• Data Breach Policy 
• Privacy notice for pupils and parents 
• Information Technology Acceptable Use Policy 
• Data Retention Policy 
• Information Security Policy 
• Disciplinary Policy and Procedure 

 
2. DEFINITIONS 
 
To ensure a clear understanding of this Policy, we provide definitions for key terms related to AI and data use 
in education. These definitions are based on the "Ethical Guidelines on the Use of Artificial Intelligence (AI), and 
Data in Teaching and Learning for Educators" document published by the European Commission in September 
2022. 
 
2.1. Artificial Intelligence (AI): AI refers to systems that display intelligent behaviour by analysing their 

environment and taking actions to achieve specific goals. In the context of education, AI can be used in 
such as assessing progress, personalising learning, and analysing educational data.  
 

2.2. Data: In the context of this Policy, data refers to any data that is held by the School including but not 
limited to information collected about pupils' learning and behaviour in the educational environment. 
This can include grades, attendance, online activity, and other relevant information. 

 
Please refer to our Data Protection Policy for further information and definitions on Data. 

 
2.3. Ethical Use: Ethical use refers to the use of AI and data in a manner that respects individual rights, 

promotes fairness, and prevents discrimination. It also involves using these technologies in a way that is 
transparent, accountable, and respects privacy. 
 

2.4. Privacy and Data Governance: This refers to the practices and procedures in place to protect the privacy 
of individuals and ensure the secure and ethical handling of data. 

 
2.5. Technical Robustness and Safety: This refers to the reliability and safety of AI systems. It involves 

ensuring that these systems function correctly, are secure from cyber threats, and do not cause harm to 
users or the educational environment. 
 

https://stfaith.sharepoint.com/sites/stf-schoolpolicies
https://education.ec.europa.eu/news/ethical-guidelines-on-the-use-of-artificial-intelligence-and-data-in-teaching-and-learning-for-educators
https://education.ec.europa.eu/news/ethical-guidelines-on-the-use-of-artificial-intelligence-and-data-in-teaching-and-learning-for-educators
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2.6. Human Agency and Oversight: This refers to the need for human involvement in the use of AI systems. It 
involves ensuring that decisions made by AI systems can be understood and overseen by humans, and 
that there are mechanisms in place for human intervention when necessary. We believe that AI should 
be used to support, not replace, human decision-making. We also believe that individuals should be able 
to understand and control how AI and data technologies affect them. 

 
2.7. Societal and Environmental Wellbeing: This refers to the impact of AI and data use on society and the 

environment. It involves considering the broader implications of these technologies, including their 
potential effects on social interactions, wellbeing, and the environment. We will be mindful of AI 
limitations and the potential of AI to impact mental health positively and negatively. 
 

3. ETHICAL USE OF AI AND DATA 
 
3.1. Commitment to Ethical Use.  Our school is committed to the ethical use of AI and data in all aspects of 

our educational environment. We believe that these technologies can enhance teaching and learning, 
but they must be used in a manner that respects individual rights, promotes fairness, and prevents 
discrimination. 
 

3.2. Ethical Considerations.  When using AI and data technologies, we consider the following ethical 
principles: 
 

• Respect for individual rights: We respect the rights of all individuals in our school community. This 
includes the right to privacy, the right to non-discrimination, and the right to an education that 
respects their individual needs and abilities. 
 

• Transparency: We believe in the importance of transparency in the use of AI and data technologies. 
This includes being open about how these technologies are used, how decisions are made, and how 
data is collected and used. 

 
3.3. Key Requirements for Trustworthy AI.  In line with the "Ethical Guidelines on the Use of Artificial 

Intelligence (AI) and Data in Teaching and Learning for Educators" document, we adhere to the following 
key requirements for trustworthy AI: 

 
• Human agency and oversight: We ensure that there is always a human in the loop when using AI 

systems, and that these systems are used to support human decision- making.  
• Technical robustness and safety: We use AI systems that are reliable, secure, and safe to use. 
• Privacy and data governance: We have strong data governance practices in place to protect the 

privacy of our pupils and staff.  
• Transparency: We are transparent about our use of AI and data technologies, and we provide clear 

explanations about how these technologies work and how decisions are made.  
• Diversity, non-discrimination, and fairness: We use AI and data technologies in a manner that 

respects diversity, prevents discrimination, and promotes fairness.  
• Societal and environmental wellbeing: We consider the broader societal and environmental 

implications of our use of AI and data technologies. 
 
4. DATA PRIVACY 
 
The input of personal data into AI applications is permitted only after the Bursar has authorised the use of the AI 
application, which must be preceded by a Data Protection Impact Assessment (DPIA) that confirms the security and 
integrity of the data. This process ensures that the risks associated with data handling are thoroughly assessed and 

https://op.europa.eu/en/publication-detail/-/publication/d81a0d54-5348-11ed-92ed-01aa75ed71a1/language-en
https://op.europa.eu/en/publication-detail/-/publication/d81a0d54-5348-11ed-92ed-01aa75ed71a1/language-en
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mitigated. Personal data shared will be in line with the school’s privacy notices and the key principles laid out by 
the Data Protection Act 2018 and the UK General Data Protection Regulation (UK GDPR). 
 
5. MONITORING 
 
We reserve the right to monitor all content on any AI applications and websites used for business purposes. 
This will only be carried out by the school to comply with a legal obligation or for our legitimate business 
purposes, in order to: 

• prevent misuse of the content and protect confidential information (and the confidential information 
of our pupils, staff, or other stakeholders); 

• ensure compliance with our rules, standards of conduct and policies in force; 
• ensure that staff do not use AI for any unlawful purposes or activities; 
• comply with legislation for the protection of intellectual property rights; 

The school will also conduct monitoring under our Information Security Policy. 
 
6. USER RESPONSIBILITIES 
 
All users of AI and data technologies in our school, including pupils, teachers, administrators, are expected to 
use these technologies in a responsible and ethical manner. This includes respecting the rights of others, 
including their privacy and intellectual property rights, avoiding any actions that could lead to discrimination or 
unfair outcomes, and adhering to all relevant laws, regulations, and school policies. 
 
6.1. Monitoring and Data Use Responsibilities.  Users are responsible for monitoring the results produced by 

AI systems. This includes regularly reviewing these results to ensure they are accurate and fair, and 
reporting any concerns or issues to the appropriate person or department. When using data 
technologies, users are expected to adhere to the school's data use policies and guidelines, ensuring the 
privacy and security of data at all times. 
 

7. TECHNICAL ROBUSTNESS AND SAFETY 
 
7.1. Commitment to Technical Robustness and Safety.   Our school is committed to using AI and data 

technologies that are technically robust and safe. We understand that the reliability and safety of these 
technologies are crucial for their effective and ethical use in our educational environment.  
 

7.2. Ensuring Technical Robustness and Safety.  We have put in place several measures to ensure the 
technical robustness and safety of the AI systems we use:  

 
• Security Measures: We have sufficient security in place to protect against data breaches. This includes 

both physical and digital security measures to protect data from unauthorised access, use, disclosure, 
alteration, or destruction.  

 
• Monitoring and Testing: We regularly review the performance and outcomes of the school’s AI 

systems and perform periodic audits with assurance of the School’s Data Protection Officer.  
 

• Oversight Mechanisms: We have appropriate oversight mechanisms in place for data collection, 
storage, processing, minimisation, and use. This includes having procedures in place to respond to any 
technical issues or incidents in a timely and effective manner.  
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• Information Availability: We make information available to assure pupils and parents of the system’s 
technical robustness and safety. This includes being transparent about how these technologies are 
used, and how data is collected and processed. 

8. SOCIETAL AND ENVIRONMENTAL WELLBEING 
 
Our school is committed to using AI and data technologies in a way that promotes societal and environmental 
wellbeing. We understand that these technologies have the potential to impact not only our school community 
but also the broader society and environment. 
We strive to use AI and data technologies in a way that benefits society. This includes: 
 

• Ensuring that the use of these technologies does not harm individuals or society.  
• Considering the social and emotional wellbeing of learners and teachers in the use of these 

technologies. 
• Using data to support teachers and school leaders in evaluating pupil wellbeing and monitoring this 

use.  
 

8.1. Commitment to Technical Robustness and Safety.   Our school is committed to using AI and data 
technologies that are technically robust and safe. We understand that the reliability and safety of these 
technologies are crucial for their effective and ethical use in our educational environment.  

 
9. AI USE AND RESTRICTIONS 
 
9.1. AI Use and Restrictions in School (for Pupils).   This policy covers any generative AI tool, whether stand-

alone products or integrated into productivity suites, e.g., Microsoft 365. This policy relates to all content 
creation, including text, artwork, graphics, video, and audio. 

9.2. Age-based restrictions.  We are committed to exploring the rich possibilities offered by the use of AI in 
education. However, we are also committed to ensuring that AI enhances and supports pupil’s learning, 
rather than offering shortcuts which prevent the learning of vital knowledge and the practice of 
fundamental skills. For this reason, and in light of age restrictions set in place by many of the producers 
of AI technologies, each system before use is audited and risk assessed.  Teachers will be able to guide 
pupils on allowed AI Technologies. We encourage pupils to discuss any queries or concerns around the 
use of AI Technologies with teachers and tutors. 
 

9.3. AI Misuse.  We understand that pupils are consumers of AI within the school context as well as outside 
of school. For example, within school they will complete adaptive quizzes that use AI and at home many 
pupils will be provided with recommendations of articles to read or programmes to watch based on their 
user history. 
While pupils will not directly use AI apps in school, it will be important that the school teaches pupils 
about how they work, their merits and limitations.  
Examples of AI misuse include, but are not limited to, the following: 

• Copying or paraphrasing sections of AI-generated content so that the work is no longer the pupil’s 
own; 

• Copying or paraphrasing whole responses of AI-generated content; 
• Using AI to complete parts of the assessment so that the work does not reflect the pupil’s own work, 

analysis, evaluation, or calculations; 
• Failing to acknowledge use of AI tools when they have been used as a source of information; 
• Incomplete or poor acknowledgement of AI tools; 
• Submitting work with intentionally incomplete or misleading references or bibliographies. 
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9.4. Appropriate Use for Staff.  Authorised AI applications must only be used by staff for the following 
teaching and learning, and business purposes such as: 
 
• Drafting internal guidance, training, and presentations; 
• Lesson planning; 
• Conducting research; 
• Developing code; 
• Providing summaries; 
• Idea generation. 
• Proofreading 
 
All other purposes must be authorised in advance by the Bursar and/or IT Manager. 
 

10. TRAINING 
Staff will be provided training to have a correct understanding of the AI Tools and its uses and limitations. 
Training will be tailored to the user requirements. 
 
11. VIOLATIONS 
Breaches of this Policy may incur in disciplinary action, in line with the school’s Disciplinary Policy and 
Procedure. 
 
12. REVIEW AND UPDATES 
This Policy will be reviewed at least annually or as often as necessary to address changes in laws or practices 
related to AI and data use. Updates will be communicated to all users in a timely manner. 
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